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FOREWORD I

The book focuses on the interesting aspects of the role of Artificial Intelligence in Enhancing
Internet of Things-based Cloud Applications. The reader is expected to have some basic
knowledge of these three Technical Areas in Computer applications, such as how the sensors
sense, connect and convert analog data to the digital formats captured from the physical world
data around the human being and the machinery, also, how they interface with Single Board
Computers, Micro-controllers, and similar Programmable logic Controllers. The knowledge
of the WSN and present state-of-the-art concepts can bring better-added advantages for the
readers to understand the contents of this book. The primary knowledge of Al in the broader
sense as Machine Learning, Statistical Methodologies, Vision Computing for the feature
extraction from images and videos, Text, and Natural Language Processing will be a pre-
requisite to a better and easy understanding of the work presented in this book.

The first chapter of the book discusses Expert Systems, NLP, speech recognition and machine
vision. Al has well-proven and established methods in soft computing, such as Artificial
Neural networks and fuzzy logic, for handling the vagueness, imprecise and ambiguous
nature of the data. In addition, the Evolutionary Computing algorithms for optimization
provide satisfactory solutions in some cases. The introductory chapter also brings material on
the issues and challenges in Al.

The IoT comes with the background of Wireless Sensor Networks, Smart Motes, Dusts, and
Unmanned Aerial Vehicles. The Internet of Things, combined with the Industrial setups
having SCADA systems, Machine to Machines and Cyber-Physical Systems, bring
monitoring and predictions of certain important aspects in the picture for the investigation.
[oT brings the opportunity to combine the data from several applications from the Industry,
Health, Smart-City, Smart Manufacturing, and ready Digital Twins as Proofs-of-Concept. The
huge data that may be characterized by the Bigdata philosophy generated from various
sources cannot be converted into useful insights unless the algorithm from Artificial
Intelligence is utilized. To amalgamate these technologies, it is important to understand the
architecture, applications, and use cases in IoT and Al. Chapter 2 provides the discourse on it.

Cloud-based services and products are an indispensable part of most Manufacturing
Industries. The Cloud provides a flexible approach to the users, perhaps to the developers
who want to launch microservice-based applications so that the continuous deployment and
integration cycles persist. The managed, unmanaged, and Cloud bursts add meticulous
flexibility to the Manufacturing Cloud. The Machine Learning, Computer Vision based APIs
are accessible from the many established Clouds Services on an on-demand basis. The author
has excellently discussed this aspect in Chapter 3.

The Final chapter discusses the approach to integrating the IoT, Cloud, and Al-based services
for effective optimization of resource utilization. There are some interesting protocols at the
application layer of the IoT, such as MQTT, COAP, and XMPP. The data pushed from the
edge is stored in the Cloud through the Telemetry based MQTT in popular Cloud services.
After the data is stored in the Cloud, the Machine Learning Methodologies are applied to the
text data, image, video, or mixed datasets.
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FOREWORD I1

The web of things is a relationship of different gadgets connected with the web, and they can
collect and trade information with one another. These IoT gadgets make a great deal of
information that should be assembled and looked for essential outcomes by utilizing made
mental capacity to coordinate colossal information streams and breaking points of the IoT
affiliation. The book subtleties the working of this mixed framework. It has four sections.
Chapter 1 deals with Preamble to Man-made Awareness. Chapter 2 inspects the blend of two
advances, their plan, applications, and use cases. Troubles and future degrees are fundamental
for the readings. Chapter 3 examines the advancement's establishment, applications, use
cases, hardships, and future augmentation. Chapter 4 briefs on the system's characteristics,
applications, challenges, use cases, and inevitable destiny of the design.

Mansaf Alam

Journal of Applied Information Science
&

DietY, Govt. of India

Department of Computer Science
Jamia Millia Islamia, New Delhi, India



FOREWORD III

The present Machine Learning (ML) is in a mix with the Internet of Things (IoTs)-based
cloud applications which assume a critical part in our daily existence. All such associated
(intelligent) gadgets produce massive amounts of information that should be inspected and
dissected to guarantee that they ceaselessly gain accessible informational indexes and better
themselves with no manual impedance. Various ML approaches and strategies that are
acquainted in a brief time frame effectively assess enormous information estimations,
expanding the IoT's efficiency. It would be hard for intelligent gadgets to progressively
pursue smart choices without counting and authorizing ML. The IoT assists with
interconnecting different equipment gadgets, such as houses, vehicles, efc., and different
gadgets coordinated with actuators and sensors, so information can be gathered and shared.
As different associations comprehend the ever-evolving capacity of the [oT, they have started
finding different blocks they need to beneficially convey to utilize it. Various associations and
organizations use ML to take advantage of the IoT's inert limit. The book introduces 4
chapters that discuss many interesting and intelligent ideas that show how artificial
Intelligence helps to tackle situations in the manufacturing and operational ecosystem and
machine learning solicitation for IoT and Cloud applications.

Jyotir Moy Chatterjee

Department of Information Technology
Lord Buddha Education Foundation
Kathmandu-44600, Nepal



PREFACE

Artificial intelligence has a place in the evolution of human intelligence, complicating
teleological explanations in which symbolic artificial intelligence is a natural and inevitable
result of attempts made over many years to reduce human reasoning to a logical formalism.
Due to this, the history of artificial intelligence is not merely the chronicle of mechanical
attempts to mimic or replace some fixed idea of human intelligence but also a developing
narrative of what intelligence is. [oT can communicate without the need for a human. The
related items will gain new capabilities thanks to the Internet of Things. Some early Internet
of Things applications have already been created in the healthcare, transportation, and
automotive industries. IoT technologies are still in their infancy.

In contrast, there have been a lot of new advancements made in the integration of items with
sensors in the cloud-based Internet. The term "cloud computing" has recently become popular
among people who work in distributed computing. It is a concept for providing accessible,
on-demand grid admission to a standard, programmable collection of computer aids that can
be quickly delivered and discharged with little administration work or service provider
involvement. Multiple people think that the cloud will revolutionize the IT sector.

This textbook is a collection of the authors' suggestions regarding cloud, integration techno-
logy, artificial intelligence, and the Internet of Things. The chapters summarize the
technology's applications and drawbacks, and suggest future paths by various authors. As it
provides greater insight into different technologies, researchers, and students, the collection is
profitable for young readers. I want to express my gratitude to Bentham Science Publications
for allowing me to write this book. I want to express my appreciation to the management of
my college for their help and support. I also want to thank my friends and family for their
support.

Ambika Nagaraj

St. Francis College,

Koramangala, Bengaluru, Karnataka 560034,
India
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CHAPTER 1

Introduction to Artificial Intelligence

Abstract: The term manufactured brilliance connotes both opportunities and threats to
humanity. As a global trend, intelligence is becoming relevant at almost every level of
social behavior, raising both high expectations and serious concerns. Numerous
algorithms, models and methods, as well as machine learning, databases, and
visualizations, are reflected in artificial intelligence. One of the main benefits is that
Al-driven machines adhere to consistently rational algorithmic rules without being
biased. Ethical considerations aim to instill morality in machines and make Al-driven
robots more human. The process of simulating human intelligence using machines,
particularly computer systems, is known as artificial intelligence. Expert systems,
natural language processing, speech recognition, and machine vision are some specific
applications of cleverness. This chapter explains its working, issues faced by the same
and challenges of the technology.

Keywords: Artificial intelligence, Challenges, Expert systems, Human
intelligence, Intelligent behaviour, Machine learning, Taxonomy.

1.1. INTRODUCTION

In ways that complicate teleological accounts of how attempts over centuries have
been made to reduce human reasoning to a logical formalism, it led to the natural
and inevitable development of symbolic artificial intelligence (Al); artificial
intelligence belongs in the history of human intelligence. At various times, human
cognitive faculties have been theorized, divided, valued, and devalued in multiple
ways. The past also shows that attempts to make human behavior more like a
machine often co-occur with efforts to make machines more intelligent. Auto-
mation efforts frequently parallel the discipline of human minds and bodies for
the efficient execution of tasks, from the metronome's disciplining of factory
workers' bodies in the 19th century to De Prony's search for the automatic and
unthinking performance of arithmetic in his human computers.

Real-world applications are increasingly being used by Al programs that lack
common sense and other essential human understanding. Even though some
people are concerned about super-intelligent, the most dangerous aspect of Al

Ambika Nagaraj
All rights reserved-© 2023 Bentham Science Publishers
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systems is that we will trust them too much and give them too much autonomy
without fully understanding what they can and cannot do.

The artificial intelligence landscape [2] consists of economic agents with R&D or
industrial Al-related activities and is covered and categorized by the proposed
taxonomy, which addresses political, research, and industrial perspectives. As a
result, a wide range of core Al-related scientific subdomains and transversal
topics, such as applications of the former or ethical and philosophical considera-
tions, can be detected by this taxonomy. The concept of rational agents, which are
entities that make decisions and act about their environment, including interaction
with other agents, is also detected by this taxonomy. Rather than being distinct
intelligence subsets, the domains and subdomains are related. The process by
which machines convert data into knowledge or infer facts from data is the subject
of the reasoning environment. Providing solutions and efficiently representing
them, several classifications address knowledge representation and automated
reasoning as a field of intelligence. Creating and implementing strategies to carry
out some activity, typically by intelligent agents, autonomous robots, and
uncrewed vehicles, is the primary objective of automated planning. Without being
explicitly programmed, learning aims to learn, decide, predict, adapt, and respond
to changes automatically. A machine's ability to identify, process, comprehend
and generate information in written and spoken human communications is
referred to as communication. The power of systems to sense their surroundings is
called perception - hearing, vision, and manipulation. The combination of
perception, reasoning, action, learning, and interaction with the environment—as
well as characteristics like distribution, coordination, cooperation, autonomy,
exchange, and integration—is the focus of the transversal domain of Integration
and Interaction. Any infrastructure, software, and platform provided as services or
applications—possibly in the cloud—that are available off the shelf and executed
on demand to reduce the management of complex infrastructures is referred to as
the transversal domain of intelligent services. As intelligent systems,
philosophical and ethical issues become more prevalent, attracting citizens' and
governments' policy interests. Fig. (1) portrays Taxonomy- Artificial intelligence
techniques.

There are three main ideas in the proposed taxonomy [3]. Artificial intelligence
technology is a collection of techniques, algorithms, and methods that allow
systems to carry out tasks frequently associated with intelligent behavior. The Al
Research Field represents fields of study dependent on Al methods and would not
be possible without them. The term application refers to cross-domain appli-
cations that use Al to boost performance and ease of use.
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Fig. (1). Taxonomy- Artificial intelligence techniques [1].

The work [4] gives mathematical structures for ART, CNN, and SVM networks.
The used taxonomy provides an overview of the literature on the various
algorithms of artificial intelligence used to solve this problem, ranging from
military applications to other areas of application. Logistics, transportation, armed
attack analysis, and communication are areas where they can use artificial intelli-
gence in the military. Fig. (2) depicts the same.

The study [5] looked at four criteria for how intelligence could be used in Iranian
library systems- public services, technical services, and management services.
Exploratory Factor Analysis is used in work. It is a statistical technique that
depicts the variability of observed, correlated variables in terms of potential
factors. It looks for such related variations to combine them into a group of
variables. In the numerical taxonomy analysis method, the four intelligence
techniques groups were identified as evaluation criteria.
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CHAPTER 2

Internet of Things (IoT) with Al

Abstract: The web of things and man-made brainpower are a couple of innovations
that together structure, alluded to as Industry 4.0. These support points incorporate the
modern web of things, information, and investigation, whereas the last option can
incorporate synthetic intelligence and its techniques. Artificial intelligence is the cycle
of creating clever machines and performing assignments of human knowledge, for
example, direction, discourse acknowledgment, etc. This cycle has to think and be
capable of self-remedy. Learning is the securing of data and rules for employing the
information; thinking is rules to arrive at rough or distinct resolutions. Al is utilized in
different areas of trend-setting innovations, for example, blockchain thinking,
decentralized Al, the intellectual prowess of things, machines, efc. Coordination of Al
and IoT gives the best approach to gathering the data, examining it, and observing the
proper realization of utilized for applications like medical care, home, shrewd
cultivating, and astute vehicles. This chapter explains the architecture, applications, use
cases, challenges and open issues of the integration.

Keywords: Al-IoT integration, Applications, Communication networks, [oT.
2.1. INTRODUCTION

The Internet of Things may integrate the natural world and computer communi-
cation networks more efficiently [1, 2]. As a result, applications like infrastructure
management and environmental monitoring make privacy and security measures
essential for upcoming IoT systems. The Internet of Things [3] can be defined as
connected things/objects in our surroundings that offer contextual services and
seamless communication. [oT is more sophisticated and dynamic than the Internet
because it involves many connections between machines and humans and
between devices and other appliances. All intelligent systems capable of doing
particular tasks without being specifically programmed to do so, are considered to
be Al [4, 5, 6]. It is a versatile type of intelligence that can pick up new skills for
various jobs. The IBM Institute for Business Value has noted the Internet's full
potential. Fig. (1) represents the smart city scenario.

Ambika Nagaraj
All rights reserved-© 2023 Bentham Science Publishers
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g
Sy

Traffic Control Centers Hospitals

Power Plants

Apartments Vehicles Usérs
Fig. (1). Smart city Scenario [7].
2.2. ARCHITECTURE AND WORKING OF 10T-AI

The work [7] has three layers. The framework layer has shrewd gadgets. The [oT-
got to the savvy gadget is the premise to develop the [oT. The brilliant widget has
three distinct sorts: sensors, actuators, and cross-breed devices. The adminis-
tration of the executive layer is answerable for gadget the board, information
examination, and administration arrangement. It conveys to the Cloud [8] and the
assistance region. It connects the client with the Cloud. The IoT stage is the
available entry of the IoT for shrewd devices. These IoT stages control the got to
gadgets and gather gadget information. The IoT stage has two related submodules.
One submodule is conveyed around the brilliant gadgets to guarantee their
admittance to the [oT, and it gives the passages. The other submodule gives the
distant administration, information examination, and expanded services. The Al
module contains five submodules- information investigation, client ID, conduct
acknowledgment, administration development, and administration provision. The
semantic examination module gives essential data of semantic examination for
client distinguishing proof, conduct acknowledgment, and admi nistration
development in the AI module. The asset arrangement layer contains asset
suppliers in the scheme. Fig. (2) represents the same.


#f2.2

Internet of Things The Role of Al in Enhancing loT-Cloud Applications 23

_ -
Infrastructure and Service Providers

(Smart Medical) (Smart Home )
(SmartTmffic) : Smart Grid ;‘
Resource Provision N
——————————————————— —%—————————GD—————————-
\

Semantic Model Providers

(" Knowledge \] (" User Model \|
_Model Provider J {_ Provider )}

\:Dcvice Model Provider )

Internet of Things Platform Artificial Intelligence Semantic Analysis

O One M2M Platform O service Provision O service model building Reasoning Model

O Alljoyn Platform QO service Construction Q semantic Reasoning

O Android Things O Behavior Recognition and Analyzing Knowledge Model
QO User Identification O semantic Annotation -

O Apple Homekit Device Model
O Data Analysis O semantic Combination

Artificial Intelligence Interface Semantic Analysis Interface O Object Recognition User Model

Service Management % %
Infrastructure b O ¢
v ]

SR
Smart Appliances Lighting System RFID Tagged items

Monitoring System Medical System Wearable Devices Smart Phone

Fig. (2). AI-SIoT Architecture [7].

The proposed engineering [9] has four levels. Cloud Intelligence is the primary
level of the proposed BlockloTIntelligence Architecture of uniting Blockchain
and Al for IoT where Al-empowered server farm is associated with one another
with Blockchain. Artificial intelligence-empowered server farm dissects and
handles the information starting with one hub and then onto the next hub in the
framework. The second level of the proposed BlockloTIntelligence Architecture
combines blockchain and Al for [oT. Man-made intelligence empowers fog hubs
with blockchain, where the fog hub shares the data with the next one of
blockchain innovation. Computer-based intelligence and blockchain innovation-
empowered base stations are utilized in the third level of decentralization and
security to move the calculation to the edge layer. Correspondence is performed to
various IoT gadgets with Al and blockchain applications to perform huge
information examinations at the gadget layer and circulated blockchain networks.

The commanding device [10] is responsible for all application workload
deployment, scheduling, and placement decision. It detects and manages changes
to the state of deployed applications. It assigns the application to a chosen node
depending on its need. The agent creates and starts an application pod on the
worker and monitors the state of health of workers and all running pods to the
leading node via the API server. The Container Engine Docker manages the life
cycle of containers - getting the images, starting and stopping containers, efc. The
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CHAPTER 3

Cloud with AI

Abstract: Distributed computing is essential in our present-day lives as it empowers a
scope of utilizations from framework to virtual entertainment. Such framework should
adapt to changing burdens and developing use mirroring social orders' communication
and reliance on robotized figuring frameworks while fulfilling the nature of
administration requirements. Empowering these frameworks is a companion of
practical innovations orchestrated to satisfy the need to develop registering
applications. There is a need to distinguish fundamental advances in licensing future
applications. Cloud suppliers, for example, Facebook, Google and Amazon, use an
enormous scope of Cloud Server farms to arrange heterogeneous nature administration
requirements. Cloud registering stages can give a bound-together connection point over
heterogeneous assets found in the Web of Things-based applications, which work on
the dependability of cloud administrations. This chapter discusses cloud-Al
architecture, applications, challenges and future directions.

Keywords: Applications of cloud-Al, Artificial intelligence, Cloud-Al
architecture, Cloud computing, Distributed computing, Edge computing.

3.1. INTRODUCTION

Distributed computing has, as of late, emerged as another system for working
with and conveying administrations over the Web [1, 2]. The standard monetary
limitations and becoming computational expense, require capacity, investigation,
and showing of information that has forced fundamental changes for the current
cloud model. It is the on-request openness of end-client assets, particularly data
capacity and handling power, without an immediate exceptional association by the
client. Distributed computing is the on-request availability of organization assets,
particularly information capacity and handling power, without outstanding and
direct administration by the clients. Imitation learning is the examination of
terminal calculations that usually work through the experience. It empowers
systems to take in and improve without being explicitly redone regularly. It
centers around the headway of programs that can find a reasonable speed and use
it to find out on their own. Fig. (1) depicts the Cloud computing model.
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Cloud Computing Service Models

— | ™~

Infrastructure as a Platform as a Software as a
Service (IaaS) Service (PaaS) Service (SaaS)
e Infrastructurc & * Application Developers o Tnd Uscrs
Network Architects e OS & Application Stack ® Packaged Sofiware OS
e Server Storage Network Server Storage Network & Application Stack
Server Storage Network

Fig. (1). Cloud computing model [3].
3.2. Al CLOUD INFRASTRUCTURE

The service composer has several related modules in a multiple cloud base
environment. These modules are the cloud [5] combiner, the composition
convertor, the composition planner, service ontologies, and numerous cloud base
environments. Deep learning-based edge artificial intelligence typically relies on
sufficient data samples to train deep neural networks to extract features or
attributes. Mobile and Internet of Things (IoT) devices at the network's edge with
limited communication and computation capabilities, such as smart watches,
intelligent robots, and so on, frequently generate these data samples. Fig. (2)
represents cloud computing architecture.

The suggestion [6] is to research an asset designation methodology in light of a
Long Short Term Memory calculation. The preparation activity depends on
minimizing a cost capability that diversely gauges the positive and negative
forecast blunders and the comparing over-provisioning and under-provisioning
costs. It is an expectation procedure. Traffic can't be precisely anticipated, and
attempts to misjudge or misjudge traffic corresponds to the upsides of over-
provisioning and under-provisioning costs. A reconfiguration calculation utilizes
the anticipated traffic values to reconfigure transmission capacity and cloud
assets. A traffic forecast calculation uses LSTM-based progressed expectation
instruments to foresee the traffic values. The Operation Support System/Business
Support System might get the deliberate genuine traffic values from the checked
organization gadgets; then, at that point, it might play out the forecast calculation
to decide the anticipated traffic values. The Network Function Virtualization
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Orchestrator gets the expected traffic values. By applying the reconfiguration, the
analysis can settle on redistributing data transfer capacity and cloud assets or
potentially relocating Virtual Network Function Instances. Virtual Manager Inf-
rastructures and organization regulators are utilized to activate the reconfi-
gurations concluded by the Network Function Virtualization Orchestrator. Fig. (3)
represents the same.
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Fig. (2). Cloud computing architecture [4]
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Fig. (3). Cloud Resource infrastructure [6].
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CHAPTER 4

Integration of Al and IoT-cloud

Abstract: Cyber objects, stockpiles, datasets and synthetic intellect are avant-garde
methodologies. They surround the knowledge and transmission methods. It includes
different types of community procedures, including teaching, recreation, habitat,
finance, healthcare, enterprise, administration and production. IoT links the globe to
cyberspace and virtual planet using cyber, and yields a portion of information. The
repository calibration atmosphere promotes the approach of knowledge, and constructs
conclusions using dataset investigation and apparatus education. This chapter talks
about its characteristics, applications, challenges and future scope.

Keywords: Artificial intelligence, Applications of cloud-IoT, Cloud-IoT
integration, Cloud-IoT architecture, Integration of cloud-lIoT, Machine learning.

4.1. INTRODUCTION

Most software packages nowadays help with seamless data acquisition and
archiving, which include the Internet of Things and cloud computing as critical
components. It offers the end user accessible conveniences like home automation,
storage of enormous data streams, and flexibility for changing the data volume.
Artificial intelligence is widely used in various industries.

4.2. CHARACTERISTICS OF INTEGRATION

Cloud fabricating is a brilliant, organized assembling model that embraces distri-
buted computing, targeting developing needs for higher item individua- lization,
more extensive worldwide collaboration, information-concentrated advan- cem-
ent, and expanded market-reaction spryness [1, 2]. In cloud fabricating, clients
can helpfully get on-request benefits, supporting the whole life pattern of an item
through network admittance to a shared pool where it has dispersed virtualized
assembling assets and bound together administration in a configurable and
upgraded way. Cloud production intermingles distributed computing, [oT [3, 4],
administration computing, Artificial Intelligence, and assembling informatization
innovations. Cloud fabricating considers changing the assembling industry to
support arranged gathering, adding to forming a digital society for future digital
actual assembling.
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The Internet of Things is an organization of items implanted with sensors and
networks so that they can trade data with other associated gadgets. Modest sensors
worked on a remote network, and adaptability through distributed computing have
all made it conceivable to cost-really gather and interact loads of information,
dissect it, and follow up on it quickly. [oT combined with Al can frame the
establishment and, sometimes, even conceptualize new items and administrations.
Various applications that pair [oT with Al assist organizations with better figuring
out chances and setting them up for fast reactions, better overseeing laborer
security and digital dangers. Fig. (1) is the representation of the infrastructure of
Cloud-IoT.

loT Device

loT Device

Communication
api

Subscription Service

Discovery Service Data Intelligence Connection Service

loT Device loT Device

loT Device

1oT Device .

oo\
Z
loT Device

Fig. (1). Cloud-IoT infrastructure [5].

4.2.1. Ubiquitous Sensing

Anything can be hosted on the Internet and made available for usage, as needed,
to create and provide increasingly complex services in the cloud. Today's IoT
world requires the cloud functionalities indicated in the first paragraph. The on-
demand and elasticity aspects are essential for adequate and scalable service
supply, and resource pooling improves the efficiency and reliability of service
delivery.
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Each agrarian subsystem [6] of the device can be associated with and handled
utilizing USN and IoT, ideal models. The gadgets are between operable and the
environment in an omnipresent sensor network that uses loT standards to convey
and make cloud administrations. An action, administration, or cycle is shaped by
things and handling modules that work by exploiting the correspondence
facilities. Edge registering gives the unwavering quality of reaction in control
processes. Web Cloud gives availabilities, stockpiling, and scientific assets that
clients, things, or other services can take advantage of. The edge layer provides
interoperability and time reaction. Cloud administrations give web adminis-
trations, information capacity, and examination. The programming stage has
information obtaining, control-correspondence processes, cloud administrations,
and apparatuses for agronomists. The same is depicted in Fig. (2).
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Fig. (2). Proposed architecture [6].

The Stack4Things structure [7] targets executing a new methodology for
administering brilliant IoT hubs. It follows an on-request, administration-situated
provisioning model. The Stack4Things lightning-pole runs under the gadget's
local climate accessible for engineers and communicates with the OS apparatuses
and administrations accessible on the gadget detecting and activation assets
through UNIX-style filesystem-based reflections of the virtual interfaces, either
GPIO for inserted sheets or, regularly, API-intervened for mobiles. It addresses
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CHAPTER §

Use Cases

Abstract: Intelligent sensors sense the environment and collect information about the
environment. [oT gathers information from various sources and saves it in data
warehouses. The cloud provides abundant space for these devices to store data. It uses
many artificial intelligence algorithms to provide adequate service. This chapter details
various cases of different amalgamations of the sub-systems.

Keywords: Artificial intelligence, Cloud systems, Intelligent sensors, Internet of
things, Machine learning, Virtualization.

5.1. INTRODUCTION

The Internet of Things (IoT) is no longer a fad in the technological world due to
the proliferation of cutting-edge applications; it is rather a revolution already in
full swing. IoT applications can cover all facets of our lives as intelligent devices
and sensors become increasingly ingrained in our environment. IoT applications
emerge as technological enablers in various domains, including smart homes and
cities, agriculture and farming, healthcare, logistics and manufacturing. The
information-based economy has been significantly altered by connecting multiple
objects to the Internet. Future information technology ecosystems will rely
heavily on information flow. “Internet of Things” refers to the connectivity of
various end devices, sensors, and objects to the Internet. [oT task management,
data processing, and decision-making systems will face severe difficulties due to
the anticipated high number of sensors connecting to the Internet. loT sensor data
management and processing will cause latency, making it impossible to provide
the same services to users. The tasks in the workflow are monitored and tracked
by IoT sensors, and Industry 5.0 is added for image processing production
verification. A global infrastructure environment known as cloud computing
offers sophisticated task resources and IT services. Defining and designing
mechanical components for data processing and task management of such
massive loT data is essential and pertinent as more devices and loT sensors join
the ecosystem. Its features include the cloud's ability to connect to numerous
cloud services, the elasticity of resources, and lower hardware costs. Due to the
availability of resources, the user may receive more services of higher quality, en-
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hancing their experience. Al will reside at every edge in the future's hybrid
clouds, multi-cloud, and mesh networks. For mobility, IoT, and other edge
environments, prominent Al platform vendors have invested significantly in 5G-
based services.

Fig. (1) portrays the Interplay between [oT and Cloud layers.

Cloud Layer
expensive resources
global information
centralised architecture

Fog Layer

Intelligent layer \?
S »

loT layer &
cheap sensors
local information ﬁé\
decentralised architecture
Fig. (1). Interplay between IoT and Cloud Layers portrays the Interplay T and Cloud layers.
5.2. USE CASES OF 10T-Al

The IoT Architecture [1] has three layers. The discernment layer interacts with the
actual world to oblige the data from a source. A wide range of data is gathered in
this layer. Sensors and specialized remote gadgets are the critical parts of this
layer. Network Layer works with straightforward information transmission
utilizing the current correspondence medium, for example, versatile, Wireless
sensor hubs, Radio access organization, and other specialized devices. The service
Layer has the essential capability, for example, information on the board,
application backing, security, and execution.

The review [2] comprises an Industry 5.0 savvy studio that searches for further
developing administrator security and activity following. Such an application case
utilizes a fog processing design made up of Al-empowered IoT hubs. In the wake
of portraying the application case, it assesses energy utilization and dissects the
effect of the carbon impression it might have on various nations. Fog Computing
Layer has Al-empowered I1oT hubs that run Al calculations locally. The cloud
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acts like in the edge registering-based architecture. The picked situation has
partaken in a Joint Research Unit and possibly of the biggest shipbuilder on the
planet (Navantia). The raw pipes are put away in the Reception Area. If the lines
convey with soil or oil, they are cleaned in the Cleaning Area before being put
away in the Reception Area. Each line cuts in the Cutting Area as per the
expected aspects. Pipes are bowed in the Bending Area. Pipes are cleaned and
moved to the manufacturing area, where embellishments are in the application.
Lines are stacked into beds, stuffed, and afterward put away in two unique regions
of the studio Fig. (2).

Communications
Hardvare

Communications
Protocols

Data Storage

loT Node
Development and
Deployment

Communications
Infrastructure

Manufacturing

Distribution

-~
il T - oo =™ -
Fig. (2). Edge Al G-IoT life cycle [2] depicts the same.

The work [3] expects to accomplish a brilliant home robotization framework with
absolute highlights. It is a protected and incorporated model, interfacing IoT
gadgets and machines to carry out brilliant home mechanization with a voice-
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