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PREFACE

Welcome to Amazon Web Services: the Definitive Guide for Beginners and Advanced Users!
We are excited to share our knowledge and expertise with you through this comprehensive
guide.

As cloud computing continues to transform the way we do business, Amazon Web Services
(AWS) has emerged as a leader in the field, providing a vast array of services and tools that
can help organizations of all sizes to innovate, streamline operations, and accelerate growth.
However, navigating the complex world of AWS can be daunting, especially for those who
are new to the platform.

In this book, we have endeavoured to provide a complete guide to AWS that is accessible to
both beginners and advanced users. Whether you are just starting out with AWS, or you are
looking  to  deepen  your  understanding  of  advanced  topics  such  as  server  less  computing,
machine learning, and containerization, this book has something for you.

Throughout  the  book,  we  provide  clear  explanations  and  practical  examples  that  illustrate
how  to  use  AWS  services  effectively,  as  well  as  tips  and  best  practices  for  optimizing
performance, reducing costs, and ensuring security. We also cover the latest updates and news
features in AWS so that you can stay up-to-date with the rapidly evolving landscape of cloud
computing.

Whether  you  are  an  entrepreneur,  a  software  developer,  a  system administrator,  or  a  data
analyst,  this  book  will  help  you  to  master  AWS  and  unlock  the  full  potential  of  cloud
computing.  We  hope  that  you  find  this  guide  to  be  an  invaluable  resource,  and  we  look
forward to hearing about the ways in which AWS is transforming your business.

Thank you for choosing this book, and happy reading!

Parul Dubey
Department of Artificial Intelligence
G H Raisoni College of Engineering

Nagpur, India

Arvind Kumar Tiwari
Department of CS & IT

Dr. C V Raman University
 Bilaspur

India

&

Rohit Raja
Department of Information Technology

Guru Ghasidas Viswavidyalaya (Central University)
 Bilaspur

India
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CHAPTER 1

Introduction To Cloud Computing and AWS

Abstract:  This  chapter  offers  an  in-depth  exploration  of  cloud  computing,
encompassing various deployment models and services. It sheds light on the pressing
concern  of  personal  data  privacy,  as  cloud  technology  enables  data  to  traverse
geographical boundaries, disregarding local regulations. The evolution of AWS since
2000  takes  the  center  stage,  emphasizing  key  elements  such  as  regions,  availability
zones, and data centers. By providing comprehensive insights, the chapter equips users
with the necessary knowledge to effectively navigate the intricacies of AWS. It also
elucidates the AWS shared responsibility model, ensuring users understand their own
responsibilities  and  those  of  AWS.  Furthermore,  the  chapter  focuses  on  six  core
competencies,  enabling customers to fully harness the potential of AWS's offerings.
This  multifaceted  chapter  serves  as  a  comprehensive  guide,  empowering  readers  to
grasp the complexities and opportunities of cloud computing with AWS.

Keywords: AWS evolution, Core competencies, Cloud computing, Deployment
models, Data privacy, Shared responsibility model.

INTRODUCTION

The phrase “cloud computing” is used to describe several different approaches,
but  they  all  have  the  common  goal  of  providing  hosted  services  through  the
internet. The infrastructure, platform, and software as a service are the three main
parts of any given cloud computing service (SaaS).

Public  clouds  and  private  clouds  are  two  different  kinds  of  cloud  computing.
Customers can buy services from a public cloud provider over the internet [1, 2,
3].  To  provide  hosted  services  to  a  limited  audience,  a  network  or  data  center
might function as a “private cloud.” Access to the network and the kind of actions
that may be performed with its resources are strictly controlled for these users.
The purpose of cloud computing is to increase accessibility and scalability of IT
resources and services by placing them in a central location accessible through the
internet or another network.

To initiate a cloud computing paradigm, one needs both the proper software and
hardware  components.  The  term  “cloud  computing”  is  commonly  used
interchangeably  with  “utility  computing”  and  “on-demand  computing.”

Parul Dubey, Arvind Kumar Tiwari & Rohit Raja
All rights reserved-© 2023 Bentham Science Publishers
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Hundreds of thousands of companies in over 190 countries have made AWS their
go-to  cloud  infrastructure  platform.  It  has  a  solid  reputation  for  dependability,
scalability, and affordability.

CLOUD ARCHITECTURE

Cloud  computing  is  used  by  companies  of  all  sizes  to  store  data  and  make  it
accessible  to  workers  from  any  place  in  the  company  as  long  as  they  have  an
internet  connection  [4,  5,  6].  The  architecture  of  cloud  computing  is  a
combination of ideas known as service-oriented and event-driven architectures [7,
8].  Fig.  (1)  explains  the  architecture  of  the  cloud.  The  following  are  the  two
primary components that make up the architectural framework of the cloud:

Fig. (1).  Architecture for Cloud computation.

Front end: The client works with the front end. It has the client-side APIs and●

applications  needed  to  connect  to  cloud-based  systems.  Thin  and  fat  clients,
tablets,  and mobile  devices  make up the front  end,  together  with  web servers
(such as Chrome, Firefox, Internet Explorer, etc.).
Back end: Service providers often make use of the back end. It controls every●

component  needed  to  provide  cloud  computing  services.  Storage  for  vast
quantities  of  data,  firewalls,  virtual  machines,  deployment  methods,  servers,
traffic management systems, etc. are all part of the picture.



Introduction To Cloud Computing Amazon Web Services: The Definitive Guide   3

TYPES OF CLOUD COMPUTING SERVICES

There are three main categories into which services provided by the cloud may be
categorized [7]. An overview of various categories of cloud services is shown in
Fig. (2).

Fig. (2).  Types of cloud services.

Infrastructure as a Service (IaaS)

When we use infrastructure as a service, a cloud provider handles the nitty-gritty
details  on  their  behalf.  These  details  include  the  management  of  servers,
networks,  virtualization,  and  data  storage.  Access  to  and  management  of  the
underlying  infrastructure  may  be  provided  to  the  user  in  the  form  of  either  an
application programming interface (API) or a control panel. User responsibility is
restricted to the operating system, applications, and middleware, while provider
supervision encompasses the hardware, networking, hard drives, data storage, and
servers in addition to the management of any interruptions, repairs,  or physical
issues that may occur. This is the standard architecture for data storage services
that are hosted in the cloud.

Platform as a Service (PaaS)

A  model  of  cloud  computing  known  as  platform  as  a  service  (PaaS)  is  one  in
which  the  underlying  infrastructure  and  application  software  are  supplied  and
managed by a third-party provider. The user, on the other hand, is responsible for
managing the applications that are deployed on top of that infrastructure as well as
the  data  on  which  they  rely.  PaaS  is  primarily  used  by  developers  and
programmers, and it gives these individuals access to a shared cloud platform for
application development and management (an essential component of devops),
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CHAPTER 2

Identity and Access Management in AWS

Abstract: This chapter provides a comprehensive exploration of Identity and Access
Management  (IAM)  in  AWS.  It  delves  into  the  detailed  processes  of  creating  IAM
users,  roles,  and setting  policies,  emphasizing their  significance  in  safeguarding the
AWS account and its users. IAM proves invaluable in managing multiple users within
a  single  account.  The  chapter  also  highlights  the  crucial  role  of  Multi-Factor
Authentication (MFA) in enhancing account security, particularly when collaborating
with  AWS  Cloud  Service  Providers  (CSP).  Overall,  this  chapter  serves  as  a
fundamental  guide  for  understanding  and  implementing  IAM,  establishing  a  strong
foundation for working effectively within the AWS ecosystem.

Keywords:  Account  security,  Identity  and  access  management  (IAM),  IAM
users,  IAM  roles,  IAM  policies,  Multi-Factor  authentication  (MFA).

INTRODUCTION

Through the use of AWS Identity and Access Management (IAM), it  is able to
control access to AWS services in a safe manner [55]. Customers of Amazon Web
Services  (AWS)  may  regulate  who  is  authenticated  and  granted  permission  to
access resources by using IAM.

Customers are granted access to all of AWS's services and resources via the use of
a single sign-in identity when they first sign up for an account with Amazon Web
Services (AWS). Accessing this account is as simple as logging in with the email
address  and  password  that  customers  used  when  they  first  set  up  their  AWS
account.  It  is  highly  recommended  that  we  refrain  from  doing  administrative
responsibilities when logged in as the root user. Instead, it is advised that users
make use of the root user by themselves in order to generate the very first IAM
user. After then, the information required to log in as root is utilized in order to
administer a few of the system's accounts and services.

IAM CAPABILITIES

The following capabilities are made available to users by IAM:

Parul Dubey, Arvind Kumar Tiwari & Rohit Raja
All rights reserved-© 2023 Bentham Science Publishers
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Access to the shared AWS account:  AWS users have the option of granting●

access to their account without disclosing their credentials or access key to other
parties.
Permissions  at  various  levels:  One  may  offer  different  individuals  differing●

permissions for various resources. One may, for example, grant specific users
complete  access  to  AWS  services.  Users  are  only  permitted  to  provide  other
users read-only access to certain S3 buckets, permission to manage specific EC2
instances or visibility into their billing information; nothing else is allowed.
Preventing Amazon EC2 from accessing AWS resources:  IAM capabilities●

may  be  used  to  deliver  credentials  to  applications  that  are  executing  on  EC2
instances  in  a  safe  manner.  The  application  will  now  be  able  to  access  more
AWS resources owing to these credentials.  One situation of this would be S3
buckets.
Multi-factor authentication (MFA):  Users have the option of  enabling two-●

factor authentication for both the account as a whole and individual users within
it.  This  provides  an  additional  layer  of  safety.  In  order  to  access  the  account
when it is protected by MFA, users will need to provide not just a password or
access key, but also a code generated by a device that is suitably equipped.
Identity Federation: Access to the IAM system may be granted based on the●

trust placed in an existing form of authentication, such as a Facebook or Google
account.  Using  the  same  credentials  for  both  on-premises  and  cloud-based
operations  simplifies  password  management.
Free  of  cost:  IAM  security  is  included  at  no  extra  cost.  Adding  new  users,●

groups, or policies does not incur any extra fees.
In  line  with  PCI  DSS:  An  information  security  standard  for  businesses  that●

deals  with credit  cards issued by major  credit  card companies is  the Payment
Card  Industry  Data  Security  Standard  (PCI  DSS).  IAM  is  in  line  with  this
requirement.
Authentication  policy:  Using  the  IAM password  policy,  one  may  change  or●

reset a user's password from any location. A user may be restricted by a set of
constraints, such as how many times he or she can try to enter a password until
being locked out.

WORKING OF IAM

The IAM process may be broken down into these six steps:

1.  Principal:  A  person  or  organization  that  has  access  to  an  Amazon  Web
Services  (AWS)  resource  is  referred  to  as  a  principal.  A  user,  a  job,  or  an
application  might  all  qualify  as  a  principle  in  this  context.
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2. Authentication: Verifying the identity of the user who is seeking to log in to
an Amazon Web Services account is  required in order to gain access to any of
those services. The provision of the required credentials or keys by the principal is
essential to the success of the authentication process [55].

3. Request: A request is sent to AWS by a user, who identifies both the activity
that should be performed and the resource that should do it.

4.  Authorization:  By  default,  authorization  is  not  granted  for  any  of  the
resources.  Before  a  request  can  be  granted  by  IAM,  each  component  of  the
request must first get approval from a matching policy. When the request has been
authenticated and authorized, AWS will take it into consideration and accept it.

5. Actions: Through the use of actions, a resource may be accessed, generated,
changed, or removed.

6. Resources: A collection of tasks that are unique to the Amazon Web Services
(AWS) account may be completed with the assistance of Amazon Web Services
(AWS) resources.

CONSTITUENTS OF THE IAM

IAM consists of a number of other key parts in addition to these. First, we focus
on the individual user, who is a component of a bigger group [56]. Policy engines
are the components that are accountable for deciding whether or not a connection
is allowed. A role is a credential that is only valid for a certain amount of time and
may be issued to an instance at any point in time [57].

Users: An individual who has been granted a certain set of credentials and the●

permissions that go along with them is referred to as an IAM user. Depending on
the point of view, a user might be a real person or a software. By assigning each
member  of  the  team their  very  own distinct  IAM user  name,  one  may utilize
IAM to govern who is permitted to use the services provided by AWS. There is
only one AWS account associated with each individual IAM user [58]. A newly
created user in AWS is not granted permission to do anything when the account
is first created. Having a one-to-one user specification model is advantageous
since it allows for the individual assignment of permissions to each user. Fig. (1)
shows the IAM dashboard once we login into the AWS account and this page
mentions all necessary details like the number of groups, and users and it doesn't
require any region selection as it's a global service. Details of how to create an
IAM user are given in the next section.
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CHAPTER 3

Amazon EC2 Instance

Abstract:  This  chapter  offers  comprehensive  coverage  of  EC2  (Elastic  Compute
Cloud) in AWS, encompassing instance types, pricing, and other essential aspects. It
provides detailed step-by-step instructions for setting up an EC2 instance and initiating
work on the AWS platform. By following these procedures, readers gain the necessary
knowledge  and  practical  guidance  to  effectively  utilize  EC2  and  leverage  other
capabilities offered by AWS. This chapter serves as a valuable resource for individuals
seeking  to  navigate  the  intricacies  of  EC2  and  fully  harness  the  potential  of  AWS
services.

Keywords:  Amazon  machine  images,  Elastic  compute  cloud,  EC2  instance
connect,  Instance  types,  Pricing.

INTRODUCTION

An  Amazon  Elastic  Compute  Cloud  (EC2)  instance  is  a  virtual  machine  for
running applications on the Amazon Web Services (AWS) architecture. EC2 is a
service  that  enables  business  customers  to  leverage  the  cloud  computing
environment to run applications. It may serve as a practically unlimited group of
virtual machines (VMs).

Amazon  provides  a  large  choice  of  instance  types  with  customized  Processor,
memory, space, and connectivity options. Each sort is produced in various sizes to
satisfy diverse task demands.

Amazon Machine Images are  utilized to  deliver  instances (AMI).  The machine
images  are  like  templates.  The  OS  and  other  software  placed  on  them  set  the
setting for the user's experience. Users may choose an AMI given by AWS, the
user  community or  through the AWS Marketplace.  Users  may also create  their
own AMIs and share them to other users.

TYPES OF EC2 INSTANCES

Instance  types  are  organized  into  groups  depending  on  intended  application
characteristics [60, 61]. The naming of the instance in AWS is given in Fig. (1).
The following are examples of these categories:
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Fig. (1).  Naming of an Instance in AWS.

General purpose:  A general-purpose instance is a virtual machine (VM) that●

can function under a  wide range of  conditions.  General-purpose instances are
designed to have a large number of CPU cores, on-demand storage and RAM.
Web  server  hosting  and  application  testing  and  development  are  two  typical
applications of general-purpose instances.
Compute optimized: On the AWS cloud, compute optimized instances are used●

to  execute  big  data  applications  that  need  a  lot  of  memory  and  processing
capacity.  These  instances  were  built  from  the  ground  up  to  handle  the  most
demanding workloads, including those that process large amounts of data and
need high rates of input and output operations per second (IOPS). Scientific and
financial  modeling  and  simulation,  machine  learning,  corporate  data
warehousing,  and  business  intelligence  are  all  examples  of  the  sorts  of
applications  available.
Graphics processing unit  (GPU):  Applications that  rely heavily on graphics●

may now be performed much more quickly than before on these instances, as
opposed  to  using  the  more  basic  EC2  instances.  Both  gaming  and  design
software use graphics processing units (GPUs). GPUs are often used by Linux
distributions for a variety of tasks, including graphical user interface rendering,
data compression, and database query optimization.
Memory-optimized: In order to offer lightning-fast data access and exceptional●

performance,  memory-optimized  instances  rely  on  solid-state  drives.  These
instances  shine when it  comes to  tasks  like in-memory caching,  real-time big
data analytics, and running open-source databases.
Storage optimized: I/O-intensive applications, such as NoSQL stores that save●

and extract data in real-time, benefit greatly from storage optimized instances.
They're also ideal for memory-intensive applications including processing data,
data warehousing, analytics workloads, and log processing.
Micro:  Application  workloads  that  need  low  throughput  should  use  a  micro●

instance.  The micro  instance  type  may function as  a  tiny  host  computer,  as  a
platform  for  testing  processes  or  as  a  web  server  that  does  not  need  large
transaction  rates.
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PRICING STRATEGY OF EC2 INSTANCE

Amazon Web Services gives us a number of different purchase choices for EC2
instances so that one may service their workload in the most efficient and cost-
effective way possible [62].

On-demand Instance

Getting  an  EC2  instance  up  and  running  on  Amazon  Web  Services  may  be●

accomplished in a number of different ways, but this is one of the most flexible
methods.  Each  launch  of  computational  power  will  result  in  a  charge  to  the
account in seconds [63].
Individuals  are not  required to do anything,  and it  is  totally okay for  users  to●

terminate the instance at any time after the first 5 minutes have passed.
When a process is first launched when it is paused, when it is hibernated, when●

it  is  restarted,  and  when  it  is  finally  terminated  is  totally  up  to  the  business.
When the  instance  is  up  and running,  customers  will  only  be  charged  for  the
amount of time it is really functioning as intended. A calculation of the cost per
second may be seen in this section [64].
There  is  no  guarantee  that  Amazon  Web  Services  will  actually  launch  the●

instance. Ever though AWS will always make an effort to create the instance,
practically  its  very  rare  in  a  circumstance  where  we  request  an  on-demand
instance  and  it  won't  launch.  Despite  this,  AWS  may  still  encounter  peak
demand if the instance we want to use is not launched at the time we want it to
be started.
This  is  the  greatest  approach  for  dealing  with  unpredictable  short-term  or●

irregular workloads that can't be halted.
Users are free to use it in the process of developing and testing applications.●

Reserved Instances

If we use Reserved Instances instead of on-demand EC2 instances, one might●

save as much as 72 percent of the total cost. Before we get started, all one needs
to do is decide on a certain instance configuration, instance type, and duration
(either one year or three years) [64].
Ideally suited for continuous operation, such as a server.●

Make  use  of  this  option  in  order  to  establish  a  time  commitment  and●

configuration specification for the reserved EC2 instances.
Users  have the  option of  reserving a  property  for  either  one or  three  years  in●

advance.  There  is  no  range  from  one  to  three  years;  it  is  either  one  or  three
years. There is no other option available.



Amazon Web Services: The Definitive Guide, 2023, 65-78 65

CHAPTER 4

Storage Options with Amazon EC2 Instance

Abstract: This chapter provides an overview of the storage options available with EC2
instances,  namely  EC2  Instance  storage,  EBS,  EFS,  and  Amazon  S3.  It  focuses  on
illustrating  the  creation  of  EBS  volumes  and  attaching  them to  EC2  instances.  The
chapter  highlights  the  unique  features  and  uses  cases  of  each  storage  option,
empowering readers to make informed decisions based on their needs. By following the
step-by-step instructions, readers gain practical guidance on configuring and utilizing
EBS storage effectively within the EC2 environment. Overall, this chapter serves as a
valuable guide for optimizing storage configurations and maximizing the benefits of
EC2 instances in AWS.

Keywords:  Amazon  S3  (Simple  Storage  Service),  EC2  instance  storage,  EBS
(Elastic Block Store), EFS (Elastic File System), Storage options.

INTRODUCTION

Instances  are  capable  of  making  use  of  the  adaptable,  user-friendly,  and  cost-
effective data storage options that Amazon EC2 provides. There is a wide range
of  efficiency  and  durability  among  the  available  choices.  Depending  on  the
particular  requirements  at  hand,  an  individual  may  use  one  or  more  of  these
various  storage  systems  alone  or  in  combination.

We are able to link permanent, block-level storage volumes to running instances
with the help of Amazon Elastic Block Store, also known as EBS. Amazon Elastic
Block  Storage  (EBS)  is  a  potential  candidate  for  the  role  of  primary  storage
medium for data that requires frequent and fine-grained updates. Amazon Elastic
Block  Storage  (EBS)  is  the  recommended  storage  solution  to  use  in  many
scenarios,  such  as  when  a  database  is  being  operated  on  an  instance.

Users have the option of using Amazon Elastic File System in order to rapidly
build, conveniently extend, and optimally optimize their file storage on Amazon
Web Services. With just a few mouse clicks in the AWS Management Console, a
user is able to make file systems accessible to Amazon EC2 instances, Amazon
container services (ECS, EKS, and AWS Fargate), and AWS Lambda functions
by using a file system interface. These file systems can be made available via the

Parul Dubey, Arvind Kumar Tiwari & Rohit Raja
All rights reserved-© 2023 Bentham Science Publishers



66   Amazon Web Services: The Definitive Guide Dubey et al.

AWS  File  System  Interface.  Complete  access  semantics  to  the  file  system  is
implemented,  including  strong  consistency  and  file  locking.

STORAGE

Amazon  Elastic  Compute  Cloud  (EC2)  provides  users  with  a  broad  range  of
options that are not only inexpensive but also straightforward and flexible when it
comes  to  storing  data  associated  with  the  instances.  There  is  a  range  of
possibilities,  each  with  its  own  level  of  effectiveness  and  durability.  One  may
utilize  any  one  of  these  ways  of  storage  on  its  own,  or  they  can  mix  many
strategies  to  better  suit  their  needs  [66].

After going through this section, users should have a solid understanding of how
to adjust the data storage options in Amazon EC2 to suit their requirements [66].
The following Fig. (1) illustrates how these different types of storage relate to the
specific instance. The following are some of the different ways of storing that are
available:

Fig. (1).  Different storage types.

Amazon EC2 instance store●

Amazon Elastic Block Store(EBS)●

Amazon Elastic File Storage (EFS)●

Amazon Simple Storage Service (S3)●

First three will be discussed in this chapter. Amazon S3 will be discussed in detail
in chapter 6.
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AWS EC2 INSTANCE STORAGE

EC2  Instance  Storage  is  the  name  of  the  service  that  Amazon  Web  Services
(AWS) provides for its short-term block storage solution [67]. Instance storage in
Amazon Elastic Compute Cloud (EC2) is not a storage service in and of itself;
rather, it is an essential part of the EC2 offering. This sort of storage is physically
situated on the same host that supplies the EC2 instance, which makes it a great
choice  for  keeping  transitory  information  connected  to  EC2  instances.
Additionally,  this  kind  of  storage  is  quite  affordable.

The instance storage volumes can only be set when the instance is first started. It
is  not  possible  to  disconnect  a  volume  from one  instance  and  then  attach  it  to
another instance because instance store volumes are tied to their instances.

The contents of an instance store are only accessible for the length of time that
corresponds  to  the  instance  to  which they are  attached [67,  68].  Data  stored in
instances survives a reboot, regardless of whether or not the reset was scheduled.
Any of the following causes data loss in the instance store:

Disk drive failure occurs at the system level●

stopping the instance●

A hibernating instance●

terminating the instance●

As a  result,  we  should  not  store  any  data  that  is  important  or  long-term in  the
instance  storage.  Consider  storing  company's  data  using  Amazon  S3,  Amazon
EBS, or Amazon EFS for improved long-term access and reliability.

When an instance is stopped, hibernated, or terminated, each and every piece of
data that  was previously stored in the instance store is  deleted.  As a result,  the
data cannot be accessed by any other instances using the instance's store.

When a new instance is started from an AMI, the information that is saved on the
volumes  of  the  instance  store  of  the  previous  instance  is  not  transferred  to  the
volumes of the new instance, and vice versa.  After users apply this change, the
instance store will be severed from its connection to the newly created instance
type. EC2 instance storage features include the following:

Short-term storage- Data that is only needed temporarily may be saved in the●

EC2 instance storage.
Cost- The EC2 instance itself is the one responsible for paying for these storage●

volumes. Despite the fact that the storage capacity of each instance is different,
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CHAPTER 5

Load Balancing and Auto Scaling in AWS

Abstract:  This  chapter  provides  a  thorough introduction to  Autoscaling and Elastic
Load Balancing (ELB) in the AWS cloud. It highlights the benefits of these services,
which simplify workflows and automate tasks. The chapter offers an in-depth overview
of ELB and Autoscaling, covering their basic uses and providing hands-on experience.
By understanding and utilizing these services, users can optimize resource allocation,
handle traffic fluctuations, and enhance application performance. This chapter serves as
a  comprehensive  guide  for  effectively  implementing  Autoscaling  and  Elastic  Load
Balancing in the AWS environment.

Keywords: Autoscaling, Application load balancer, Elastic load balancing (ELB),
Network load balancer, Resource allocation.

INTRODUCTION

Using  Elastic  Load  Balancing,  the  incoming  traffic  to  any  EC2  instances,
containers,  or  IP  addresses  located  in  one  or  more  Availability  Zones  is
automatically  spread  over  all  of  those  zones.  It  monitors  the  status  of  the
registered targets and only sends traffic in their direction if those targets are online
and  able  to  process  it.  The  capacity  of  the  load  balancer  may  be  dynamically
increased or decreased by Elastic Load Balancing in response to changes in the
amount of incoming traffic.

TYPES OF LOAD BALANCERS

Elastic Load Balancing is compatible with Application Load Balancers, Network
Load Balancers and Gateway Load Balancers. Classic Load Balancers were the
class of load balancers that is outdated [72, 73, 74, 75].  We have the option of
selecting the sort of load balancer that is most suitable for our needs.

Application Load Balancers

We need a load balancer that can select where to send requests at the application
layer  (HTTP/HTTPS),  open  up  specified  ports  on  each  container  instance,  and
utilize path-based routing so that we can spread traffic throughout the cluster's
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containers. Application load balancers often come equipped with a capability that
allows for dynamic host port mapping. A dynamic selection of the host port will
be  made  from  the  container  instance's  range  of  temporary  ports  if  the  task's
container specification for a NGINX container port is port 80 but the host port is
0. When the job is launched, the Application Load Balancer obtains the instance
ID and port of the NGINX container and registers them as a pair [76]. After this,
the traffic is directed to the instance ID and port of the NGINX container. Because
this mapping is so flexible, it enables one to execute several tasks from the same
service all from inside the same container.

Network Load Balancer

A  Network  Load  Balancer's  operations  take  place  at  the  transport  layer
(TCP/SSL),  which  is  where  routing  decisions  are  determined.  It  can  handle
millions of inquiries in a single second without a hitch. The load balancer makes
use of a flow hash routing method whenever a connection is formed in order to
determine, in accordance with the rule that is in place by default, which member
of  the  target  group  will  be  the  beneficiary  of  the  connection.  It  uses  the  port
number that has been configured for the listener in order to make an attempt at
establishing a  TCP connection with  the  host  that  has  been selected.  Before  the
request is sent any further, the headers of the request are not changed in any way.
Network load balancers come equipped with a function known as dynamic host
port mapping [75, 77]. If we set an NGINX container port to 80 and a host port to
0,  then  the  container  instance  will  select  a  random  port  from  the  range  of
accessible ports when it is being created on the fly (such as 32768 to 61000 on the
latest  Amazon  ECS-optimized  AMI).  The  Network  Load  Balancer  obtains  the
instance ID and port of the NGINX container the moment the task is started and
then  correlates  those  two  pieces  of  information  with  a  load  balancing  group.
Because of the existence of this dynamic mapping, it is now possible to execute
many tasks from the same service inside a single container.

Gateway Load Balancers

Gateway load balancers make it possible to install, scale, and administer a wide
variety  of  virtual  appliances,  including  firewalls,  intrusion  detection  and
prevention  (IDS/IPS),  and  data  intrusion  prevention  (DPI)  systems.  It
simultaneously  scales  the  virtual  appliances  to  meet  demand while  distributing
traffic, and it integrates a transparent network gateway (a single point of entrance
and exit  for  all  network traffic)  [78].  At  Network Layer  3  of  the  OSI model  is
where  we  can  find  a  Gateway  Load  Balancer.  It  checks  any  open  ports  for
incoming  IP  packets  and  then  sends  them  on  to  the  specified  group  after
monitoring those ports. Flows are maintained inside a single device by using a 5-
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tuple  (for  TCP/UDP  flows)  or  a  3-tuple  (for  flows  that  are  not  TCP/UDP),
respectively. The Gateway Load Balancer makes use of the GENEVE protocol,
which is located on TCP port 6081, in order to connect with other programs [79].
This  makes  it  possible  for  the  Gateway  Load  Balancer  to  connect  with  the
instances of virtual appliances that have been registered. It is only able to process
data  packets  that  have  a  maximum  of  8500  bytes  in  size.  Through  the  use  of
Gateway  Load  Balancer  endpoints,  it  is  possible  to  exchange  traffic  securely
across VPC boundaries. The Gateway Load Balancer is one example of a VPC
endpoint,  and  its  primary  function  is  to  provide  encrypted  communication
between  virtual  appliances  located  in  a  service  provider  VPC  and  application
servers  located  in  a  service  consumer  VPC.  In  addition  to  the  other  virtual
appliances, a Gateway Load Balancer is installed in the private cloud that is being
used.  Users  are  able  to  link  the  virtual  appliances  with  a  certain  user  or  group
while using the Gateway Load Balancer.

HANDS-ON ELB

In this section, we shall work with Elastic Load Balancer. Here we will be hosting
a web page with the help of two EC2 instances and accessing the webpage with
the help  of  an Application load balancer  (as  it  makes  use  of  http  request).  The
steps for the same are discussed below:

Launching of EC2 instances with hosting a webpage on it. Below mentioned steps
are to be followed for this:

1. For this we need to launch two instances, following the steps discussed earlier
in the section with EC2 instance launching. This will begin as shown in Fig. (1).

Fig. (1).  Launching of Instance.
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CHAPTER 6

Amazon Simple Storage Service

Abstract: This chapter provides a comprehensive overview of Amazon S3, a crucial
service  offered  by  AWS.  It  emphasizes  the  practicality  of  working  with  AWS  and
highlights  the  importance  of  understanding  and  utilizing  Amazon  S3  in  various
projects. The chapter covers the basics of AWS S3, including fundamental concepts
and functionalities. Additionally, it explores advanced topics such as versioning and
different Amazon S3 storage classes, enabling readers to maximize the potential of S3
in future endeavors. By equipping readers with the necessary knowledge and skills, this
chapter serves as a valuable resource for effectively utilizing Amazon S3 within the
AWS ecosystem.

Keywords: Amazon S3, Object, Storage classes, S3 bucket, Versioning.

INTRODUCTION

The  Amazon  Simple  Storage  Service  (S3)  is  a  cloud-based  data  storage  and
retrieval system. It's a cheap and straightforward storage service with unmatched
longevity, accessibility, performance, security, and scalability.

A  user-friendly  web  service  interface  is  provided  by  Amazon  Simple  Storage
Service (S3), which enables users to store data and retrieve it at any time and from
any  location  [66,  71,  81].  Using  this  service,  it  is  straightforward  to  develop
programmes  that  utilise  cloud  storage  in  a  manner  that  is  as  close  to  native  as
possible. The scalability of Amazon S3 and the pay-as-you-go pricing mechanism
ensure that the performance and uptime of the application will not be negatively
impacted despite its growing size.

Amazon  S3  was  designed  with  flexibility  in  mind  from  the  beginning  of  its
development.  We  are  able  to  develop  from  a  simple  FTP  client  a  big  web
application such as Amazon's online bookstore, to preserve any amount of data,
which reads the same piece of data a million times or simply in case of emergency
catastrophe recovery, and a great deal more. Since Amazon S3 takes care of the
storage of data, programmers are free to focus on developing new features rather
than finding out where to place the data they've created.
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S3 BUCKETS

Before we can begin uploading our data to Amazon S3, we will need to begin by
creating an S3 bucket in one of the AWS Regions.

In Amazon S3, a folder that can be used to store items is referred to as a “bucket”
[82].  The  user  account  can  have  a  maximum  of  one  hundred  buckets,  each  of
which has an infinite capacity for the number of objects it can hold.

AWS  resources  such  as  buckets  and  objects  can  be  handled  by  utilizing  the
Amazon  S3  APIs  in  various  ways.  Using  the  Amazon  S3  Application
Programming  Interface  (API),  a  user  is  able  to  do  actions  such  as  creating  a
“bucket”  and  storing  objects  within  it.  An  alternative  is  the  Amazon  S3
administrative  console,  which  can  be  used.  The  Amazon  S3  Application
Programming Interfaces (APIs) are utilized in order to send queries to Amazon S3
via the console.

It  is  required  that  each  bucket  name within  an  Amazon  S3  partition  be  unique
across all AWS accounts and over all AWS Regions.

No other AWS account that is part of the same partition is permitted to use the
name until the bucket has been deleted. Do not place confidence in the naming
convention of a bucket to determine whether or not it is available or safe.

Users  of  Amazon S3 have  the  option  to  have  buckets  produced in  the  selected
area  while  utilizing  the  service.  For  users  that  have  specific  requirements
regarding  latency,  cost,  or  compliance,  selecting  any  AWS  Region  that  is
physically close to them is a smart alternative. It's possible that folks who live in
India will find it helpful to make buckets in Mumbai.

S3 OBJECTS

Amazon Simple Storage Service (S3) is an object store that allows us to store an
unlimited  number  of  objects,  each  of  which  is  identified  by  a  unique  key  and
value. Each object stored in a user's bucket(s) can be up to 5 terabytes in size [83].
In general, an object has the following parts:

Key- A thing's label is the name we give it. For this purpose, we resort to the●

object key.
Version ID- A key and version ID together provide the unmistakable identity of●

an object within a bucket. When we store something in a bucket on Amazon S3,
the service assigns it a unique identifier called a “version ID.”
Value- Information that people are putting away for later use. Any collection of●
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bytes can be used as an object's value. The maximum capacity of a single object
is 5 terabytes.
Metadata- User-managed data about the object,  represented as a list  of name-●

value pairs. User-defined metadata is a type of metadata that can be attached to
objects in Amazon S3. In addition to the object data, Amazon S3 additionally
stores system-metadata about the item.
Subresource-Amazon  S3's  subresource  method  is  used  for  storing  data  about●

individual objects. Subresources are always linked to another entity, such as an
object or a bucket, due to their subordinate status.
Access  control  information-  When  storing  data  in  Amazon  S3,  one  has  the●

ability to restrict access to the objects. Access control lists (ACLs) and bucket
policies  are  two  examples  of  resource-based  access  control  that  Amazon  S3
enables.

All of our Amazon S3 data (buckets, objects, etc.) is secured and encrypted. In
order for people to use these facilities, we must give them express permission to
do so.

Getting started with S3

Let's get started with Amazon S3 and make our own buckets so that we may store
as much or as little data as we like.

1. To do this, go to the S3 homepage. This is shown in Fig. (1).

Fig. (1).  Beginning with creation of S3 bucket.
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CHAPTER 7

AWS Databases and Analytics

Abstract: This chapter provides an in-depth exploration of various databases available
within  AWS.  It  focuses  on  two  key  databases,  namely  Amazon  RDS  and  Amazon
Aurora,  detailing  their  architecture  and  functionality.  The  chapter  includes  a
comprehensive guide to creating a new RDS database, covering all necessary details.
Additionally, the chapter introduces a section dedicated to data analytics in AWS. It
discusses essential components such as Glue, Redshift, and Quicksight, highlighting
their  significance  and  use  cases  within  the  AWS  ecosystem.  By  delving  into  the
intricacies of AWS databases and data analytics tools, this chapter equips readers with
the  knowledge  required  to  make  informed  decisions  and  effectively  leverage  these
services. It serves as a valuable resource for understanding the architecture, creation,
and  practical  applications  of  Amazon  RDS,  and  Amazon  Aurora,  as  well  as  data
analytics tools like Glue, Redshift, and Quicksight within AWS.

Keywords:  Amazon  RDS,  Amazon  aurora,  Architecture,  Databases,  Data
analytics,  Glue,  Redshift,  Quicksight.

INTRODUCTION

In order for an application to work correctly, the data generated by users, devices,
and  the  app  itself  must  all  have  a  safe  and  secure  place  to  live.  Databases  are
essential back-end systems that are used to store data, manage that data, update
that data, and analyze that data for a broad variety of applications, ranging from
locally-based back-office systems to consumer web apps and mobile apps with a
global reach.

In computer parlance, “database” refers to any organized grouping of records that
can be accessed in a structured manner. Words, figures, pictures, movies, and files
are just a few examples of the information that may be stored in this format. A
DBMS is a program used to handle large amounts of data, including its storage,
retrieval,  and  modification.  When  discussing  computer  systems,  the  term
“database”  may  also  refer  to  a  database  management  system  (DBMS),  the
database  itself,  or  an  application  that  interacts  with  databases.

Each and every enterprise has to have access to a dependable database. Databases
are essential for businesses because they assist with internal procedures and allow
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them to  monitor  their  interactions  with  customers  and  suppliers.  In  addition,  it
stores administrative data as well as information that is more specialized, such as
engineering or economic models. A few examples of technological advancements
are  online  catalogues,  reservation  systems  for  holidays,  and  inventory
management  software  for  items.  There  are  numerous  different  applications  for
databases; however, some of the most significant ones are efficient scaling, data
integrity, data security, and data analytics.

MODERN DATABASES

Modern  databases  have  developed  the  ability  to  expand  in  both  vertical  and
horizontal directions. They have the capacity to store massive amounts of data in
the  cloud  and  give  sophisticated  user  interfaces  for  data  analytics  tools  like
machine  learning  [86].

Cloud Database

In  most  cases,  a  cloud  database  will  be  hosted  by  a  cloud  computing  service.
Users may either host their own databases in the cloud or pay for access to a cloud
database  provider's  infrastructure.  Both  the  SQL  and  NoSQL  data  models  are
supported by cloud databases.

Graph Database

When it comes to organizing data, graph databases are significant because they
highlight connections between entries. They are designed for the sole purpose of
storing and navigating connection. There are two main parts to a graph database:
nodes and edges. Information is organized into nodes, which hold the data itself,
and edges, which hold the connections between nodes. Every single edge has a
beginning and an ending node, as well as a type and a direction. It may be used to
define ownership,  responsibilities,  and behaviors between parents and children.
The amount and types of connections between nodes are unlimited.

In-memory Database

The  in-memory  database,  in  contrast  to  the  vast  majority  of  databases  that  are
saved on removable media, is kept entirely inside the computer's main memory. In
most  cases,  however,  it  is  also  backed  up  by  electronic  data  storage.  Faster
performance  is  achieved  by  using  in-memory  databases  as  opposed  to  disc
databases.  They  have  widespread  use  in  systems  where  a  fast  reaction  time  is
essential, such as in the telecommunications industry.
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AWS CLOUD DATABASES

The  Amazon  Web  Services  (AWS)  Cloud  Databases  product  family  provides
users  with  a  broad  range  of  adaptable  database  options.  AWS  databases  allow
everything  from  the  creation  of  servers  and  the  application  of  patches  to  the
configuration of databases and the creation of backups. As a result, programmers
are  free  to  focus  on  the  creation  of  applications  while  Amazon  Web  Services
(AWS) monitors the databases and automatically tackles scalability issues. The
following are some examples of typical database services offered by AWS:

Amazon Relational Database Service (RDS) is a managed service that makes the●

process of building, extending, and managing a relational database in the cloud
much more streamlined.
The relational  database hosted in the cloud by Amazon Aurora is  an efficient●

tool.  This  fully  managed  solution  may  relieve  users  of  a  number  of  time-
consuming  responsibilities,  including  provisioning,  patching,  backup  and
recovery,  as  well  as  failure  detection  and  repair.
The  graph-oriented  Amazon  Neptune  database  is  capable  of  processing  more●

than one hundred thousand queries per second.
Solution for data warehouses hosted in the cloud Amazon Redshift is capable of●

managing petabytes of data and is totally under Amazon's control.
In-memory NoSQL database that is completely controlled, scalable, and secure;●

it is offered by Amazon as ElastiCache. It is particularly useful for mobile apps,
video games, online businesses, and other applications that depend on data that
is routinely available and stored in memory.

Amazon Relational Database Service

Utilizing  Amazon's  Relational  Database  Service  (Amazon  RDS)  makes  it  very
simple to create, maintain, and expand a relational database that is hosted in the
cloud.  In  addition  to  providing  scalable  capacity  at  a  cheap  cost,  it  automates
onerous  administrative  activities  such  as  the  provisioning  of  hardware,  the
configuration  of  databases,  the  application  of  patches,  and  the  creation  of
backups.  Because  of  this,  we  will  be  able  to  put  more  of  our  attention  on
enhancing the compatibility, availability, performance, and safety of our apps [87,
88].

The  Amazon  Relational  Database  Service,  often  known  as  RDS,  is  an  all-
encompassing  database  management  solution  that  is  compatible  with  a  wide
variety  of  database  engines.  Amazon  Aurora,  PostgreSQL,  MySQL,  MariaDB,
Oracle Database, and SQL Server are all examples of these types of databases. By
using  the  AWS  Database  Migration  Service,  it  is  possible  to  duplicate  any
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CHAPTER 8

Compute Services in AWS

Abstract:  This  chapter  provides  a  comprehensive  study  of  container  services,
specifically  focusing  on  Docker.  It  includes  a  detailed  comparison  between  Docker
implementation  and  virtual  machines.  The  chapter  offers  an  overview  of  various
container  services  provided  by  AWS,  such  as  Amazon  Elastic  Container  Service
(ECS), AWS Fargate, Amazon Elastic Container Registry, AWS Copilot, AWS Batch,
and  Kubernetes.  Additionally,  the  chapter  explores  Lambda,  a  serverless  service
offered  by  AWS.  It  includes  practical  guidance  on  creating  a  lambda  function.  The
chapter also touches upon Lightsail, catering to readers with less experience in AWS.
By covering a wide range of topics, from Docker and container services to Lambda and
Lightsail, this chapter equips readers with the knowledge and practical skills necessary
to  work effectively  within  the  AWS ecosystem.  It  serves  as  a  valuable  resource  for
understanding  and  utilizing  container  services,  serverless  computing,  and  AWS
services  tailored  for  different  user  levels.

Keywords:  Amazon  elastic  container  service  (ECS),  AWS  fargate,  Amazon
elastic  container  registry,  Container  services,  Docker,  Kubernetes,  Lambda,
Virtual  machine.

INTRODUCTION

The  source  code  of  the  application,  together  with  its  settings  and  any
dependencies, may often be encapsulated into a single package using containers,
which  is  a  popular  way.  Containers  allow  for  deployments  to  be  carried  out
quickly,  consistently,  and  regardless  of  the  surrounding  environment.  This  is
made possible by the fact that containers share a single server's operating system
despite  being  functionally  independent  processes  that  do  not  share  any  other
system  resources.

Developers have a powerful tool at their disposal in containers for bundling and
delivering software. Because of their compact size and standardized, upgradable
software environment, they are appropriate for deployment in almost any setting.
Among the most common applications for containers today are the construction
and deployment of microservices, the execution of batch processes for machine
learning applications, and the migration of on-premises systems to cloud storage.
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Docker  is  a  platform  that  may  be  used  for  application  creation,  testing,  and
deployment. Docker is a system that packages distributed programs into portable
containers that comprise the application's source code, dependencies, and runtime
environment. This automates the process of distributing and executing distributed
applications, which was previously a manual operation.

WORKING OF DOCKERS AND VIRTUAL MACHINES

In the current climate, organizations desire to go through digital transformations
but are limited in their efforts since there are so many application, cloud, and on-
premises infrastructure alternatives available [92]. Docker is a container platform
that assists enterprises in overcoming this challenge by merging old applications
and microservices created for Windows, Linux, and mainframe systems into an
automated and secure distribution network.

Built on top of the virtualization technology docker, Docker is a container-based
software  development,  deployment,  and  management  tool.  Docker  was  named
after its underlying technology. A container is a tiny, self-contained executable
package  of  a  program  that  contains  all  of  its  essential  components,  such  as
libraries, configuration files, and dependencies. A container may be thought of as
an encapsulation of the program's dependencies.

To  put  it  more  simply,  the  container  serves  as  the  environment  throughout  the
software development life cycle of the program. This ensures that the application
continues to function in the same manner regardless of  where it  is  deployed or
which machine it is running on. Due to the enhanced level of protection that they
provide,  several  containers  may  run  simultaneously  on  the  same  host.  This  is
made  possible  by  the  isolation  that  containers  provide.  In  addition,  since  they
don't  need  a  hypervisor,  containers  don't  contribute  much  more  weight  to  the
system  than  they  already  do.  In  contrast  to  a  hypervisor,  which  functions  as  a
guest operating system similar to that of VMWare or VirtualBox, containers are
built right into the kernel of the machine that works as the host.

On the other hand, a Virtual Machine (VM) is constructed such that it can carry
out actions that cannot be executed directly on the host environment because they
would be too risky. Because virtual machines, also known as VMs, are entirely
isolated from the rest of the system, it is impossible for the host computer to be
harmed  by  any  programs  that  are  executing  on  a  VM.  As  a  result,  virtual
computers are used for operations such as retrieving data that has been infected by
viruses and testing operating systems.

The following is an example of a virtual machine: A virtual machine, often known
as a VM, is an instance of a computer program or operating system that runs in
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the  form  of  an  image  inside  another  program  or  system  known  as  the  “host.”
Because a virtual machine may operate independently of the operating system on
which it is hosted, it is well-suited for usage in a variety of contexts, including the
production  of  system backups,  the  execution  of  software  and  applications,  and
beta testing.

It is feasible for a single host to act as a host for several virtual machines at the
same time. A logfile, a file for establishing the NVRAM, a file for the virtual disc,
and a configuration file are some of the crucial files that are included in a virtual
machine.  Another field that  may reap significant advantages from using virtual
machines is server virtualization. A single physical server may be converted into a
large number of virtual  servers so that  each one can independently run its  own
operating system without  affecting the performance of  the  others.  Every single
virtual machine ships with its own virtual central processing units, RAM, network
adapters,  hard  discs,  and  everything  else  that  it  would  need  in  order  to  run
properly.  The  comparison  between  the  working  of  the  docker  and  the  virtual
machine  can  be  seen  in  Fig.  (1)  below:

Fig. (1).  Comparison between working of docker and virtual machine.

Run Docker on AWS

When  it  comes  to  Docker,  AWS  provides  support  for  both  open-source  and
commercial versions of the software. Amazon Elastic Container Solution (ECS),
sometimes known as Amazon ECS, is a container management service that offers
excellent scalability and performance, and it is only one of the many alternatives
available  for  hosting  containers  on  AWS.  Customers  are  able  to  migrate  their
containerized  applications  from  their  local  Docker  environment  to  Amazon
Elastic Container Service in an efficient and uncomplicated manner (ECS). AWS
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CHAPTER 9

Cloud Integrations

Abstract:  This  chapter  delves  into  the  application  integration  services  offered  by
AWS, which proves particularly beneficial for microservices, distributed systems, and
serverless  applications.  These  services  facilitate  seamless  communication  between
loosely  related  components.  The  chapter  provides  an  overview  of  various  AWS
integration services, emphasizing their importance in integration processes. Key topics
covered in this chapter include SQS (Simple Queue Service), SNS (Simple Notification
Service), Kinesis, Pinpoint, and Amazon MQ. Furthermore, the chapter offers practical
guidance  through  hands-on  illustrations  focused  on  SQS,  allowing  readers  to  gain
valuable experience in utilizing these services. By exploring these AWS application
integration  services,  readers  can  enhance  the  efficiency  and  effectiveness  of  their
integration processes. This chapter serves as a comprehensive guide for understanding
and utilizing services like SQS, SNS, Kinesis,  Pinpoint,  and Amazon MQ, enabling
seamless communication and integration within AWS environments.

Keywords:  Amazon  MQ,  Distributed  systems,  Microservices,  Pinpoint,
Serverless,  SQS,  SNS,  Kinesis.

INTRODUCTION

Microservices, distributed systems, and serverless applications might all stand to
gain  from the  application  integration  services  offered  by  AWS.  These  services
provide a way for components that are only weakly connected to one another to
communicate with one another. It is possible that decoupling applications of any
size may decrease the impact of changes, making it easier to update and allowing
for  speedier  feature  releases,  all  without  the  need  to  rethink  the  whole
architecture.

Increase the agility - By integrating the apps with the assistance of application●

integration services, businesses may save the time and effort required to write
custom code to ensure compatibility. As a consequence of this, the likelihood
that the microservices and functions would include duplicated code is decreased.
Independent  scaling  and  failure  -  The  application  may  continue  to  be●

compatible with application integration services even if they are decoupled from
one another; nevertheless, the compatibility of the app with those services will
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not be impacted by the failure of one service or a sudden rise in the workload of●

that service.
Concentrate  on  innovation.  -  When  we  utilize  the  application  integration●

services provided by AWS, customers are freed from the day-to-day operations
of the business, which enables businesses to devote more of their time and effort
to the development of innovative and helpful features. The manual provisioning
of  servers,  administration,  and  updating  of  security  software  are  no  longer
necessary  thanks  to  automatic  scaling.
Communicate  with  assurance  -  Application  integration  messaging  services●

make  advantage  of  cross-availability  zone  message  storage  to  ensure  the
availability and lifespan of messages regardless of the throughput of the service.

AWS APPLICATION INTEGRATION SERVICES

AWS's application integration services are divided into five distinct  categories.
These include API administration, event bus, messaging, API integration with no
coding, and workflows.

1.  API  management  is  the  process  of  designing,  publishing,  managing,
monitoring, and protecting API at any size for online applications and workloads.
It may also provide an API that enables safe access, modification, and combining
of data from several data sources.

2. Event bus facilitates the development of an event-driven architecture that links
application data from our own SAAS and AWS services.

3.  Amazon's  simple  notification  service  is  responsible  for  dependable,  high-
throughput  SMS,  email,  and  mobile  push  notifications,  which  are  an  integral
aspect  of  the  application  integration  service.  As  part  from messaging,  message
queues are responsible for transmitting, storing, and receiving messages between
any number of  application components.  Under  Amazon MQ, a  message broker
that facilitates migration and enables hybrid design is a crucial component.

4.  Amazon app flow under no code API integration automates the flow of data
between saas apps and AWS services at  any scale  without  requiring the use of
code.

5.  The  workflow  procedure  consists  of  AWS  step  functions  and  Amazon
workflow  management  for  Apache  airflow.  This  is  responsible  for  combining
various  services  into  a  serverless  process  in  order  to  rapidly  create  and  update
applications, as well as operating Apache airflow at scale without destroying our
infrastructure for managing services.
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In this chapter, we are going to focus on the messaging part of the AWS Cloud
integration.

AWS MESSAGING

Applications  and  endpoints  developed  in  a  broad  range  of  programming
languages  and  operating  systems  are  able  to  communicate  data  and  coordinate
their  activities  by  using  the  messaging  services  provided  by  AWs  [94].  It  is
possible  to  use  the  messaging  services  provided  by  AWS in  order  to  send  and
receive information with regard to cloud programs. The underlying infrastructure
is automatically set up for high availability and message durability to guarantee
the  dependability  of  our  applications.  This  ensures  that  our  applications  will
always  work  as  expected.

Amazon MQ

Message brokers make it possible for data to go in both directions across several
software systems, regardless of the programming language used to create them or
the computer environment in which they are deployed. Amazon MQ is a managed
message broker service that may be used if we're working with Apache ActiveMQ
or  RabbitMQ  and  want  to  make  it  easier  to  set  up  and  maintain  the  message
brokers on AWS [95].

Amazon MQ makes it easy to setup and maintain message brokers on the Amazon
Cloud  by  way  of  Apache  ActiveMQ  and  RabbitMQ  by  offering  a  managed
service. Users have access to all  of the most common messaging protocols and
application programming interfaces (APIs), including JMS, NMS, AMQP 1.0 and
0.9.1,  STOMP,  MQTT,  and  WebSocket.  Users  also  have  access  to  the
management interface for ActiveMQ and RabbitMQ. As long as the applications
in question comply with the standards established by these brokers, it will not be
necessary  to  rewrite  them  in  order  to  migrate  them  over  to  Amazon  MQ  for
processing.  Use  cases  of  Amazon  MQ  can  be  listed  as  follows:

1.  Minimal-Delay  Event  Communication-  Make  sure  thousands  of  events  have
minimal latency so that apps may get the most up-to-date data.

2.  Move  with  adaptable  configurations-Active/standby,  a  broker  network,  and
cluster architectures are all supported throughout the transition from on-premises
to Amazon MQ.

3.  Lambda  invocations-The  Amazon  MQ message  broker  may  be  polled  using
Lambda functions, allowing applications to be integrated.
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CHAPTER 10

Cloud Monitoring

Abstract:  This  chapter  provides  a  comprehensive  exploration  of  Amazon  Web
Services  (AWS)  monitoring.  It  focuses  on  AWS  CloudWatch  and  associated  logs,
covering various aspects in detail. The chapter includes step-by-step instructions for
setting  up  CloudWatch  alarms,  working  with  CloudWatch  logs,  and  monitoring
CloudTrail.  Furthermore,  the  chapter  delves  into  the  AWS  health  check  feature,
providing a deeper understanding of its  significance. It  highlights the importance of
both private health checks and the Service Health Dashboard, emphasizing their role in
ensuring system reliability and performance. By studying AWS monitoring tools and
features,  readers  gain  insights  into  effectively  monitoring  their  AWS resources  and
applications.  This  chapter  serves  as  a  valuable  resource  for  understanding  and
implementing  CloudWatch,  CloudTrail,  and  AWS  health  checks,  enabling  users  to
maintain a proactive and robust monitoring approach within the AWS environment.

Keywords:  Cloud  watch,  Cloud  trail,  Health  check,  Logs,  Monitoring,  Private
health checks, Service health dashboard.

INTRODUCTION

Through the use of Apps Manager's cloud monitoring, customers will be able to
get  a  profound  comprehension  of  the  state  of  both  the  hybrid  and  multi-cloud
infrastructure as well as the apps that are operating on it. Through the use of cloud
monitoring,  web  services  and  applications  that  are  hosted  in  the  cloud  by
companies  such  as  Amazon  Web  Services  (AWS)  are  inspected  for  uptime,
health,  and  performance.

The process of monitoring and regulating the inner workings of an information
technology system that is housed in the cloud is referred to as monitoring in the
cloud. In either a manual or an automated management process, websites, servers,
applications,  and  other  cloud  infrastructures  are  monitored  for  uptime  and
performance. This monitoring may be done manually. The early identification of
potential  vulnerabilities  is  made  possible  by  continuous  monitoring  of  server
response times and speeds,  as  well  as  available  resources.  Cloud monitoring is
beneficial in the following ways:

Parul Dubey, Arvind Kumar Tiwari & Rohit Raja
All rights reserved-© 2023 Bentham Science Publishers



Cloud Monitoring Amazon Web Services: The Definitive Guide   167

1.  The  straightforward  and  efficient  way  of  scaling  up  to  handle  increasing
activity  levels  may  be  beneficial  to  businesses  of  varying  sizes.

2. The required specialized equipment is owned by the hosting business, and it is
also managed by that firm.

3. Because these solutions can be used across mobile devices, desktop computers,
and tablets, the company is able to monitor app activity regardless of where it is
located.

4. Installation is a breeze and takes very little time since all of the prerequisites,
including the framework and settings, are already in place.

5.  As  a  result  of  the  fact  that  these  resources  are  not  a  part  of  the  company's
servers and workstations, the likelihood of the system experiencing downtime as a
result of a local problem is significantly reduced.

6.  Services  that  are  provided  on  a  subscription  basis  might  end  up  saving
customers  money  in  the  long  term.

AMAZON CLOUDWATCH

Amazon CloudWatch is a service that monitors the Amazon Web Services (AWS)
resources as well as the applications that run on Amazon Web Services. With the
assistance  of  Amazon  CloudWatch,  metrics,  log  files,  and  alarms  can  all  be
grouped together and watched individually. Amazon CloudWatch enables users to
monitor  their  Amazon  Elastic  Compute  Cloud  (EC2)  instances,  Amazon
DynamoDB  tables,  Amazon  Relational  Database  Service  (RDS)  database
instances, as well as application log files and any custom metrics that one’s apps
and  services  generate.  Amazon  CloudWatch  gives  users  visibility  into  metrics
relating  to  the  whole  system,  such  as  the  consumption  of  resources,  the
performance of applications, and the health of operations [102, 104]. We may use
this  information  to  make  modifications  and  ensure  that  the  app  continues  to
operate  in  a  reliable  manner.

Amazon CloudWatch is responsible for the collection of logs, metrics, and events
in real time. These are then shown in interactive dashboards with the purpose of
making the maintenance of infrastructure and applications simpler.

Access  to  Amazon  CloudWatch  may  be  gained  via  the  AWS  Management
Console, AWS Software Development Kits (SDKs), the Amazon Elastic Compute
Cloud (EC2), and the command line interface.
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Amazon CloudWatch enables users to regulate which CloudWatch activities each
user  in  the  AWS Account  is  authorized  to  carry  out.  This  is  made  possible  by
Amazon CloudWatch's interoperability with the Identity and Access Management
(IAM) service provided by AWS. One may, for instance, design an IAM policy in
order  to  limit  access  to  Get  Metric  Statistics  to  a  certain  group  of  the
organization's workers. It is possible for a third party to get information about the
cloud services by following this process.

It  is not possible to use IAM to limit who may see the data in CloudWatch for
certain resources. For example, it is not possible to provide someone access to the
data stored in CloudWatch for only a small subset of instances or a single Load
Balancer. When we use CloudWatch, all of the cloud resources that users access
are  safeguarded  by  the  rights  that  are  granted  by  IAM.  In  addition  to  this,  the
Amazon  CloudWatch  CLI  tools  do  not  support  IAM  roles  in  their
implementation.

CLOUDWATCH LOGS

When monitoring and resolving issues, customers may make use of their existing
system,  application,  and  custom  log  files  in  conjunction  with  Amazon
CloudWatch  Logs.

CloudWatch Logs gives the ability to do near real-time searches of the logs for
certain keywords, values, and patterns. One may generate an alert based on the
number of failures that are recorded in the system logs, or can monitor the latency
of web requests that are made in the application logs [104, 105]. Examining the
data from the first log file might help determine the source of the issue after it has
been  identified.  Because  log  data  can  be  stored  and  retrieved  continually  from
highly long-lasting storage at a cheap cost, there is no way for the hard drives to
ever run out of storage capacity.

Users  will  have  a  more  in-depth  understanding  of  how  their  systems  and
applications are operating as a result of using CloudWatch Logs since it allows
them to monitor and preserve all logs for later investigation.

One may maintain a real-time watch on their  applications and servers by using
CloudWatch  Logs  in  the  way  that  is  most  convenient  for  them.  We  have  the
option  of  configuring  CloudWatch  Logs  to  send  users  an  alert  in  a  variety  of
situations,  such  as  when  the  number  of  errors  recorded  in  the  application  logs
reaches  a  predetermined  threshold.  Because  it  makes  use  of  existing  log  data,
CloudWatch Logs allows monitoring without having to make any changes to the
code.
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